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Idea Cellular is one of the largest Cellular Operator in India It has variety of GSM/GPRS services to offer 
to its Customers, Its Customer base is ever increasing and amongst the highest in India
The company is poised well to strengthen its leadership position in the Indian Telecom landscape
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Idea  operates much of its technical and telecoms infrastructure from their Head Office location. For 
many years, this infrastructure had been protected using conventional proximity-based access control 
technology, allowing access to critical areas on submission of a card. However, it became apparent that 
this security solution was flawed and that it was being abused by a number of individuals. In particular, 
the problems with Idea legacy security solution included:
• Individuals forgetting or losing their Passes on a regular basis, resulting in Unauthorized sharing and 
exposure to security breaches
• Due to individuals sharing or swapping fobs, "identities" were in effect being constantly changed 
resulting in event logs becoming redundant
• When equipment was damaged or stolen from protected areas, it was not possible to identify the 
perpetrator
• Administration of the cards became timely and costly Idea required a Solution which overcame these 
issues and as a result approached Human Recognition Systems.
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Recognizing that Idea required a solution which improved 
security, added convenience to users and guaranteed a 
claimed identity at key secure access points, BioEnable 
recommended a biometric access control solution. Based on 
requirements given, including a wide and varied user-base, 
BioEnable recommended an access control solution using 
the BAT-S-100 Fingerprint readers. A network of 7 BAT-S-
100s was linked together in a single network, protecting a 
series of Server rooms.

Using Remote Manager software to administer the 
enrolment and distribution of users' Fingerprint templates, 
users would have their access profile created in
the software and then be enrolled at a single Unit. Once 
created, the "Fingerprint Template" is automatically 
distributed across the BAT-S-100 network and allows 
access according to the individual's profile.
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• Reduced operational costs: 
eliminated redundant administration tasks, 
increased convenience and reduced costs by 
eliminating cards.

• Enhanced security: 
security of proprietary resources ensured by 
revoking user access across all systems in real 
time. Security loopholes eliminated by leveraging a 
central security policy.

• Access control now based on an individual as 
opposed to a fob or card

• Improved convenience for users who no longer 
have to remember their security card

• Access log can now be relied upon as evidence 
of entry by an individual

• The telecoms and technical infrastructure at 
Idea is now deemed "secure"
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Fingerprint Recognition was one of the first biometrics to prove
practical in use across a variety of real-world applications. 
Fingerprint recognition represents the oldest method of 
biometric identification. Its history is going back as far as at
least 2200 BC. The use of fingerprints as a personal code has 
a long tradition and was already used by the Assyrians, the 
Babylonians, the Chinese and the Japanese. Since 1897, 
dactyloscopy (synonym for non-computer-based fingerprint 
identification) has been used for criminal identification. A 
fingerprint consists of ridges (lines across fingerprints) and 
valleys (spaces between ridges). The pattern of the ridges and 
valleys is unique for each individual. There are two major 
methods of fingerprint matching: Minutiae matching and global 
pattern matching. The first approach analyses ridge 
bifurcations and endings, the second method represents a 
more macroscopic approach. The last approach considers the 
flow of ridges in terms of, for example, arches, loops and 
whorls. As the equal-error-rate is low, therefore fingerprint 
recognition is very accurate. The prices of such systems 
compared to other biometric systems are quite low and the 
user acceptance is very high. The strength of fingerprint 
identification is, that it can be deployed in a varied range of 
environments. It is a proven core technology and, the ability of
enrolling multiple fingers can increase the system accuracy 
and the flexibility dramatically.
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BTPL provide extensive, practical knowledge and experience for 
the integration of biometric technology. Our focus is on the 
successful implementation of biometric enabled solutions to help
deliver improved security, reduce costs or provide a competitive
advantage to the customer.

The company has three main solution areas: 

• Access Control, 
• Time & Attendance 
• Network Security.

In addition we can also provide a bespoke development and 
consulting capability.
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Raghunandan, Manager, Idea

“We needed to better secure our tele-communications 

room and ensure that only authorized personnel were 
allowed access. BioEnable Technologies provided us 
with the perfect solution using Fingerprint readers. Now 
we don't have to worry about people losing or sharing 

their passes.”


